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What is a romance scam?
Romance scams occur when a fraudster adopts a fake online 
identity to gain their victim’s trust and affection, and then uses 
the illusion of a relationship to steal funds or have the victim act 
as a money mule. They will generally use social media apps like 
Facebook and Instagram, messaging apps like WhatsApp, online 
dating sites, email, or even phone to make contact.

How this scam works
Scammers will typically create a fake profile which is designed  
to lure individuals to communicate. These individuals will 
carefully craft a fake persona and will often pose as military 
personnel, aid workers or professionals working abroad.

The scammers will go to great lengths to gain your interest  
and trust, such as showering you with loving words, sharing 
“personal information” and even sending gifts. They can take 
months to build what may feel like the romance of a lifetime. 
After all, their Facebook profile matches with what they are 
telling you.

Once they have gained your trust and your defenses are down, 
they will ask you for money, gifts or banking details such as your 
credit card number. They may also ask you to accept money 
into your own bank account and transfer on their behalf. This is 
actually illegal and called money laundering.

Romance scams involve a strong element of emotion. It can 
be months, sometimes years, before a member realises the 
relationship was fictitious and they have been scammed.  
By then, you may have lost your life savings, which may  
never to be recouped.

Red flags
Some of the behaviours to be wary of in these situations.

 ∙ These individuals will express strong emotions for you in  
a relatively short period of time. They will then suggest you 
move the relationship away from a website to a more private 
channel such as phone, email or instant messaging.

 ∙ They may tell you to keep this relationship a secret.

 ∙ They will often need money for personal emergencies such 
as an expensive medical procedure or the immediate medical 
care of a close relative.

 ∙ They may claim to be in financial hardship due to a run  
of bad luck like failed business ventures or a mugging  
in the street.

 ∙ If you don’t send money straight away their messages and 
calls may become more desperate, persistent or direct. They 
may even use threats of self-harm as an emotional trigger.

 ∙ They may tell you that they want to come and visit you and 
need money for the fare.

 ∙ The scammer may say they need to move large amounts  
of gold or money out of the country and offer you a share  
of it if you help cover the administrative fees and taxes.

 ∙ These individual will make promises they never keep  
and will continue to make excuse after excuse to keep  
you engaged.

Protect yourself
 ∙ Never send money to someone you haven’t met in person.

 ∙ Always consider the possibility that the approach may  
be a scam.

 ∙ Do an image search on google to help determine that they 
are really who they say they are. If you are not sure, talk to 
a trusted friend or family member - don’t keep it a secret. 
Or simply just google the name to see if you can verify their 
identity from other sources.

 ∙ Be alert to things like spelling mistakes and grammatical 
errors, and inconsistencies with their stories.

 ∙ If you agree to meet this individual in person tell a trusted 
friend or family member where you are going. Scamwatch 
strongly recommends you do not travel overseas to meet 
someone you have never met before.

 ∙ Be wary of requests for money. Never send money or give 
card details, online account details, or copies of important 
personal documents to anyone you don’t know or trust.

 ∙ Remember it is a criminal offense to agree to receive and 
transfer money on someone else’s behalf. This is called 
money laundering.

What to do if you have been scammed
If you think you have been a victim of a scam it’s important  
to call the Heritage on 13 14 22 (available 24/7) immediately 
to see if the transactions can be reversed or disputed. If you are 
overseas please call +61 7 4694 9000. DO NOT make further 
payments to the scammer. 

Please ensure you change your passwords to secure your account 
and report the scam to ACCC via the report a scam page.

For more information on how to protect yourself from scam visit 
the Scamwatch website.
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https://www.accc.gov.au/
https://www.scamwatch.gov.au/report-a-scam
https://www.scamwatch.gov.au/
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Case study
Mrs Doe’s husband had recently passed away and as  
a way to meet new people she joined up to Facebook.  
She had never used Facebook before but the grandkids 
helped her with a profile and showed her how to accept  
and send friend requests.

Out of the blue a gentleman by the name of Frank sent  
her a friend request. She checked his profile, as the kids 
had told her to do, and he seemed nice. His profile indicated 
he was well-travelled and included pictures of his own 
grandchildren. She thought what harm could come from  
it and accepted his friend request.

Over time Frank and Mrs Doe struck up a friendship which 
then turned into a relationship. Frank explained that he was 
on a business trip travelling through Europe to purchase art 
work. Frank explained that all his funds were tied up in his 
bank account in the US. He had finally found the art work he 
was after, which was a rare find, but it would not be available 
for long. To Mrs Doe he sounded desperate and disappointed 
that he might miss out. 

Mrs Doe offered to help him and transferred $80,000  
to him directly via a Westpac account. Frank assured her  
he would pay her back with interest as soon as his funds 
were available.

A short time later, Frank advised Mrs Doe that he needed  
to pay for the insurance and shipping costs to move the  
art work back to Australia. As his funds were still tied up, 
Frank asked her to lend him another $20,000. He had to 
move quickly as the art work was now just sitting on a dock 
in Germany. He was very apologetic about having to ask for 
more money and assured Mrs Doe he would reimburse her  
in full shortly.

Mrs Doe transferred him the money.

As time went on, Frank kept asking Mrs Doe for more and 
more money, using reasons such as needing more money for 
shipping, or for insurance, or for government charges to move 
the art work. He kept promising to pay her back in full.

When Mrs Doe became hesitant to send more money Frank 
changed tactics and advised he was now unwell and needed 
urgent medical attention.

It took a while but Mrs Doe finally realised that she had 
become a victim of a romance scam and was now out of 
pocket $250,000.

When Mrs Doe refused to send more money till he reimbursed 
her he became very upset and threaten to hurt himself.

Upset, confused and scared, Mrs Doe reported the matter  
to the bank who in turned referred her to specialised external 
agencies for assistance. 

Sadly, all attempts to recoup the funds were unsuccessful 
and, as expected, Frank was not who he said he was. In fact, 
Frank did not actually exist.

The scammer purporting to be Frank used classic romance 
scam tactics. He took his time to groom Mrs Doe by 
establishing trust. He insisted that transfers had to take place 
immediately and used emotional triggers to get Mrs Doe to 
do what he wanted. While he sounded sincere and caring, his 
requests and actions were clear red flags that this was a scam.
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