
Page 1 of 2
Heritage Bank, a trading name of Heritage and People’s Choice Ltd ABN 11 087 651 125, AFSL and Australian Credit Licence 244310. RET055. Effective 03/23_v1.

Be on guard for scammers who contact you claiming they need access to your computer to fix an issue. 

What is a remote access scam?
Scammers will try to trick you into believing that they work for 
a familiar company like a telecommunications company, an IT 
company or a bank. They will give you a fake but credible story 
about needing remote access to your computer or device to fix  
a problem.

How this scam works
The scammer will usually contact you by phone, text or email  
and pretend to be a staff member from a large telecommunications 
or computer company, such as Telstra, the NBN or Microsoft. 
Alternatively they may claim to be from a technical support 
service provider.

They will claim that there is an issue with one of your services, 
like your internet connection or your phone line, which has 
affected your computer’s performance. They will say your 
computer is now sending error messages or that it has a  
virus. They may even claim your broadband connection has  
been hacked.

The caller will say they need remote access to your computer  
to find out what the problem is, or to fix it.

The scammer might also ask you to download an App to your 
device claiming it will help them fix the issue.  Don’t this App 
contains software, called malware, which provides access for  
the scammer to your passwords etc.

The scammer might also ask you to download an App to your 
device claiming it will help them fix the issue. Don’t this App 
contains software, called malware, which provides access for  
the scammer to your passwords etc.

The scammer might sound professional and knowledgeable. 
Usually, they will be very persistent and may become abusive  
if you don’t do what they ask. 

Any behaviour or attitude like this is a red flag that it’s time  
to end the interaction.

You don’t have to be a Telstra or Microsoft customer to be called 
by these scammers. You don’t even have to own a computer! 
But still the scammer may try to talk you into providing your 
personal information and your bank or credit card details to buy 
unnecessary software or services to “fix” the computer.

Red flags
 ∙ You receive a phone call out of the blue and the caller 

claims to be from a large telecommunications or computer 
company, or a technical support service provider.

 ∙ They tell you that your computer is experiencing  
technical problems and they need remote access  
to sort out the problem.

 ∙ They ask you to buy software or sign up to a service  
to fix the computer.

 ∙ They ask for your personal details and your bank  
or credit card details.

 ∙ The caller is very persistent and may become abusive.

Protect yourself
 ∙ Never give an unsolicited caller remote access to  

your computer.

 ∙ Never give your personal, credit card or online account 
details over the phone unless you made the call and the 
phone number came from a trusted source.

 ∙ If you receive a phone call out of the blue about your 
computer and remote access is requested – hang up –  
even if they mention a well-known company such as Telstra. 
Telstra does not request credit card details over the phone  
to fix computer or telephone problems, and is not affiliated 
with any companies that do.

 ∙ Remember that you can still receive scam calls even if you 
have a private number or have listed your number on the 
Australian Government’s Do Not Call Register. Scammers can 
obtain your number fraudulently.

 ∙ Make sure your computer is protected with regularly updated 
anti-virus and anti-spyware software, and a good firewall. 
Research first and only purchase software from a source that 
you know and trust.

 ∙ If you have fallen victim to a scam or you receive a lot of 
unsolicited emails and phone calls consider changing your 
email address and phone numbers.

 ∙ Know that while most remote-access methods target 
PCs and laptops, there’s been an increase in the remote 
accessing of other devices, such as Android tablets  
and phones.

Visit the ScamWatch website for more information on scams.

What to do if you have been scammed
If you think you have been a victim of a scam it’s important  
to call the Heritage on 13 14 22 (available 24/7) immediately 
to see if the transactions can be reversed or disputed. If you 
are overseas please call +61 7 46949000. Do not make further 
payments to the scammer. 

Please ensure you change your passwords to secure your account 
and report the scam to ACCC via the report a scam page.

For more information on how to protect yourself from scam visit 
the ScamWatch website.
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REMOTE ACCESS SCAMS 

https://www.donotcall.gov.au/
https://www.scamwatch.gov.au/get-help/protect-yourself-from-scams
https://www.accc.gov.au/
https://www.scamwatch.gov.au/report-a-scam
https://www.scamwatch.gov.au/


Page 2 of 2
Heritage Bank, a trading name of Heritage and People’s Choice Ltd ABN 11 087 651 125, AFSL and Australian Credit Licence 244310. RET055. Effective 03/23_v1.

Case study
Janet received an unsolicited call from someone who stated 
he was from a software provider and that they had identified 
an issue with her tablet device. The caller advised that Janet 
simply needed to download an app and they could fix the 
issue. The caller told Janet that once she had downloaded 
the app, she should turn off her tablet and mobile phone, 
while they worked to fix the issue.

Janet did as she was asked, as it all seemed above board. 
The caller sounded genuine and had convinced her that 
there may well be were issues with her tablet.

Unfortunately, the person calling was actually a scammer 
and she was his latest victim. The scammer quickly gained 
access to her tablet remotely, via the new app, and in doing 
so her mobile banking app. 

Once the scammer established access, he used Janet’s 
mobile banking app to increase the limit for individual 
transfers to $5,000 – the maximum allowed. He then 
completed several transfers from her account.

When Janet logged back into her internet banking later  
that day, she saw that several $5,000 transactions had  
taken place. Regrettably, the money was gone and could  
not be recouped.

While the scammer had targeted Janet’s tablet, this could 
have happened just as easily on someone’s mobile phone  
or PC as well.

The lesson from this story is never to take unsolicited IT 
advice from someone you don’t know, especially if it means 
giving them access to your device. Always refer to a trusted 
provided for help with your devices and computers.

The content of this pamphlet has been derived from the Australian Consumer and Competition Commission’s Scamwatch  
available at scamwatch  The materials have been used under a Creative Commons Attribution 3.0 Australia licence.  
For more information see creativecommons.org


