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Phishing scams refers to emails or text messages that trick people into giving their personal and banking information.

How this scam works
These messages or emails will come from seemingly  
legitimate businesses and are often disguised as banks  
or other financial institutions, telecommunications provides  
or courier/delivery services.

Scammers will also use social media to hook people into  
scams through articles of interest, or games. These are often 
referred to as ”clickbait” articles – they have attention-grabbing 
headlines that get your interest and tempt you into clicking on 
the link. 

The scammers are trying to get information such as bank 
account numbers, passwords and credit card numbers, which 
they will then use to steal your identity.

Red flags
 ∙ You receive an email or text message from an unknown 

source requesting you click on a link.

 ∙ Be wary of messages or emails relating to delivery of items 
such as DHL or Australia Post.

 ∙ Be cautious of websites with grammatical or spelling 
mistakes they could be fake. 

Protect yourself
 ∙ Never click on a hyperlink in a text, social media post or 

email, even if it appears to come from a trusted source.

 ∙ Go directly to the website through your browser. For example, 
to reach the Heritage website type “heritage.com.au” into 
your browser.

 ∙ Be wary of sensational articles or stories on social media 
don’t click on the link.

 ∙ Be wary of games or surveys on social media that might 
promise to predict your future or something similar.  
These might look harmless and be fun but can lead  
to you become a victim of a scam.

 ∙ Never give your personal, credit card or online account 
details over the phone, by email, via text or by social media, 
unless you know it is from a trusted source.

 ∙ Remember that you can still receive scam calls even if you 
have a private number or have listed your number on the 
Australian Government’s Do Not Call Register. Scammers  
can obtain your number fraudulently.

 ∙ Make sure your computer is protected with regularly updated 
anti-virus and anti-spyware software, and a good firewall. 
Research first and only purchase software from a source that 
you know and trust.

 ∙ If you have fallen victim to a scam or you receive a lot of 
unsolicited emails and phone calls, consider changing your 
email address and phone numbers.

Visit the ScamWatch website for more information on scams.

What to do if you have been scammed
If you think you have been a victim of a scam it’s important  
to call the Heritage on 13 14 22 (available 24/7) immediately  
to see if the transactions can be reversed or disputed. If you  
are overseas please call +61 7 4694 9000. Do not make further 
payments to the scammer. 

Please ensure you change your passwords to secure your account 
and report the scam to ACCC via the report a scam page.

For more information on how to protect yourself from scam visit 
the ScamWatch website.

Case study
Mary received a text message from DHL that her parcel 
was waiting for delivery. The message said that to receive 
the item and finalise the delivery, she just needed to click 
on the link. Mary clicked on the link, which directed her  
to provide her credit card details.

While Mary was expecting a parcel she thought it was 
coming via Australia Post and had paid for the item 
including postage. She was suspicious that she needed to 
pay more, so she rang DHL and queried the text message. 
The DHL representative was unable to find any details of 
any article for Mary awaiting delivery. 

Mary blocked the number on her phone and reported the 
incident to the bank to ensure no money had come out  
of the account.
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