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An investment scam usually involves promises of big payouts, quick money or guaranteed returns. Always be 
suspicious of any investment opportunity that promises you a high return with little or no risk – if something 
seems too good to be true then it probably is and is likely a scam. 

Common types of investment scams
Cryptocurrency scams – These scams generally lure you 
to invest in digital currencies like Bitcoin and can be very 
convincing. Scammers advertise or post on social media and 
offer great returns from cryptocurrency trading. In Australia, 
cryptocurrency is not treated as “money” or a ‘financial product’ 
and you have less protection if your investment turns out to  
be a scam or you lose money.

Unsolicited contact about investing – Scammers often pose  
as stockbrokers or investment portfolio managers. They will  
call, email or contact you via social media offering financial  
or investment advice. They will offer a low-risk investment that 
will quickly yield a high return. These scammers can be persistent 
and will continue to contact till you agree.

Romance baiting – As with romance scams, these individuals 
will set up fake profiles to connect with members online, 
generally through social media or dating apps, and convince 
members to send money to them.

Celebrity Endorsement Scams – While these scams claim to 
be endorsed by a celebrity, this is not true. The celebrity’s name 
is used without their permission and is fake. These scams will 
promise low risk investments with high returns in a short period 
of time.

Superannuation – These scams offer to give you early access  
to your super fund, often through a self-managed super fund  
or for a fee. The scammer will often pose as a financial adviser 
and ask you to agree to a story to ensure the early release of 
your money. Then, acting as your financial adviser, they deceive 
your own superannuation fund into paying out your super 
benefits directly to them. Once these scammers have your money 
they will take out large fees on the money and leave you with 
nothing. There are strict rules relating to superannuation and 
for more information about how your super works visit ASIC’s 
MoneySmart website.

For more information on investment scams refer to Scamwatch 

How this scam works
The scammer will usually invite the customer to click on a link 
about investing in shares, derivatives or digital currency so they 
can make money quickly. These individuals will often promise to 
“double your money in two months” or to “make $1 million fast 
using this secret technique”.

Often these scams will use the names of well-known celebrities 
to make them appear credible and legitimate.

Once contact is made scammers will usually ask for your details 
and contact you directly to encourage you to invest on their 
preferred trading platform.

Before you invest
Always check if a financial advisor is registered via the  
ASIC website. Any business or person that offers or advises 
you about financial products must hold an Australian Financial 
Services (AFS) licence.

Check ASIC’s list of companies you should not deal with. If the 
company that contacted you is on the list – do not deal with 
them. Even if they are not on this list it could still be a scam.

The MoneySmart website also contains information about how  
to avoid investment scams.

Do your homework on the investment by running a company 
search online for any reviews, complaints or scams.

Red flags
 ∙ Promise of low risks with high returns – if it looks too good 

to be true, it probably is.

 ∙ You are contacted out of the blue – receive a call, email 
or message on social media from someone offering you 
unsolicited advice on investments.

 ∙ High-pressure tactics – repeatedly contacting you, and 
telling you to act quickly and invest or you will miss out.

 ∙ Remember you have less protections with cryptocurrency 
investments.

 ∙ Someone you haven’t met in person offers you investment 
advice – never take investment advice from someone you 
meet on social media or a dating app.

 ∙ Use of a celebrity or high profile person as an endorsement 
– these are often fake, and their name and image are used 
without the individual’s permission.

 ∙ You are asked to deposit funds into different accounts for 
each transaction – scammers may claim this is for security 
reasons or because they are an international company.

Protect yourself
Get professional advice. That should be both independent legal 
advice, or financial advice from a financial advisor registered  
with ASIC. If it is cryptocurrency investment always speak with  
a qualified legal and/or financial adviser first.

Do your research and do not let anyone pressure you into an 
investment. Never commit to anything on the spot.
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INVESTMENT SCAMS

https://moneysmart.gov.au/how-super-works
https://www.scamwatch.gov.au/types-of-scams/investments/investment-scams
https://asic.gov.au/for-finance-professionals/afs-licensees/financial-advisers-register/
https://moneysmart.gov.au/companies-you-should-not-deal-with
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What to do if you have been scammed
If you think you have been a victim of a scam it’s important  
to call the Heritage on 13 14 22 (available 24/7) immediately 
to see if the transactions can be reversed or disputed. If you 
are overseas please call +61 7 46949000. Do not make further 
payments to the scammer. 

Please ensure you change your passwords to secure your account 
and report the scam to ACCC via the report a scam page.

For more information on how to protect yourself from scam visit 
the ScamWatch website.

Case study
Paul was an astute investor and received an email from 
a Self-Managed Super Fund (SMSF) called Super Fund 
offering what seemed like outstanding returns. The email 
contained links to reviews about Super Fund’s performance, 
and testimonials from high-profile investors. It all seemed 
to check out and the returns were too good to miss out 
on, so Paul transferred $180,000 to the account.

The Principal of the SMSF provided all the documentation 
Paul requested and on paper his investment appeared 
it would do well. However, after about six months all 
correspondence from Super Fund stopped and Paul could  
not contact them anymore. Paul then did some more 
research and became aware that ASIC were investigating 
Super Fund for alleged fraudulent activity.

Paul then realised he had become the victim of an 
investment scam, and tried to get his money back. Sadly,  
all attempts to recoup his funds were unsuccessful.

This case study demonstrates that anyone can be a 
victim of a scam even someone who has some knowledge 
of the investment business. These types of scams are 
very elaborate and if Paul had his time again he would 
definitely discuss the investment with a financial advisor 
first, before transferring the funds.

The content of this pamphlet has been derived from the Australian Consumer and Competition Commission’s Scamwatch  
available at scamwatch  The materials have been used under a Creative Commons Attribution 3.0 Australia licence.  
For more information see creativecommons.org


