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Be on guard for scammers who contact you claiming they are from a familiar organisation such as a Government 
department, a law enforcement agency, a bank, or a telecommunications service provider. 

What is an Impersonation scam?
The scammers try to trick you into believing that are from a 
familiar organisation, which it’s plausible would be trying to 
contact you. That could pretend to be from your bank, your 
telecommunication provider, a Government Department or a 
law enforcement agency. They will give you a fake but credible 
story about an apparent issue with your bank account, a regular 
payment, a government benefit, or a fine that might need paying

How this scam works
These scams often begin with a phone call, text message or 
email that appears to be from a trusted organisation. 

You’re convinced to make a payment or give personal and 
financial details to someone claiming to be from an organisation 
you trust. 

The scammers will use tactics to make their calls or text 
messages appear genuine by cloning the number or sending ID 
which is displayed on your phone. In the financial crimes world 
this is called “spoofing”. In some cases criminals even trick you  
by sending couriers to collect your cards, PINs or valuable items 
in person.

These scams are based on threats and intimidation tactics,  
so you should report any concerns immediately to the police  
and your bank.

Red flags
 ∙ You receive a phone call, text message or email out of 

the blue requesting for your personal and/or financial 
information, to make a payment or move money.

 ∙ You’re asked to act immediately, sometimes with the claim 
that “your money is at risk” or “your account will be blocked” 
or “there are suspicious transactions on your account”. You 
are threatened that if you don’t act immediately, you may be 
arrested or face the prospect of losing all of your money.

 ∙ The caller will ask you to transfer money to another account 
for ‘safe-keeping’ or for you to buy high value goods/
vouchers to cover the cost of fines.

 ∙ The sender’s email address is similar, but ever so slightly 
different to that of the genuine organisation.

 ∙ They ask for your personal details and your bank or credit 
card details.

 ∙ The caller is very persistent and may become abusive  
or threatening. 

Protect yourself
 ∙ Never give your personal, credit card or online account 

details over the phone unless you made the call and the 
phone number came from a trusted source.

 ∙ If you receive a phone call out of the blue about your bank 
account, government benefit or a tax debt – hang up –  
even if they mention a well-known company such as 
Heritage, Telstra or the ATO. Locate the organisation contact 
number, often available on their website, and call that 
organisation direct to verify their claim. Never use the 
contact details the initial call provided.

 ∙ Remember that you can still receive scam calls even if you 
have a private number or have listed your number on the 
Australian Government’s Do Not Call Register. Scammers can 
obtain your number fraudulently.

 ∙ If you have fallen victim to a scam, or you receive a lot of 
unsolicited emails and phone calls, consider changing your 
email address and phone numbers.

Visit the ScamWatch website for more information on scams.

What to do if you have been scammed
If you think you have been a victim of a scam it’s important to 
call the Heritage on 13 14 22 (available 24/7) immediately to 
see if the transactions can be reversed or disputed. If you are 
overseas please call +61 7 4694 9000. DO NOT make further 
payments to the scammer. 

Please ensure you change your passwords to secure your account 
and report the scam to ACCC via the report a scam page.

For more information on how to protect yourself from scam  
visit the ScamWatch website.
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https://www.donotcall.gov.au/
https://www.scamwatch.gov.au/
https://www.accc.gov.au/
https://www.scamwatch.gov.au/report-a-scam
https://www.scamwatch.gov.au/
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Case study
Mr Smith received a call from an individual who stated he 
was with the Heritage Fraud Team. The individual identified 
himself as William and stated that there had been an issue 
with Mr Smith’s account. Mr Smith asked what was wrong, 
William explained that they were investigating the situation, 
but to protect him and his money, he needed to visit  
a branch immediately and transfer his funds to a new  
bank account.

William gave Mr Smith the account details to transfer the 
money to, and again reiterated how urgent the situation was. 
William told Mr Smith not to answer the phone or discuss  
the transfer with anyone – not even branch staff, as they 
were under surveillance. William told Mr Smith that if staff 
asked him what the purpose of the transfer was, he must 
only say it was for a friend.

Alarmed and frightened, Mr Smith went to the branch as 
soon as possible to transfer his money.

The staff member asked him why he needed to transfer 
$13,500 to the account. As directed by William, he told staff 
it was for a friend. When the staff member commented that 
it must be a good friend, Mr Smith was careful not to say 
anything further.

The funds were transferred to the nominated account.

Subsequently, after a discussion with Mr Smith’s son the  
very next day, he realised he had become a victim of a scam. 
A recall was immediately requested with the bank that held 
the account the money had been sent to. Sadly the funds  
had already been removed from the account and could not 
be recouped.

While William sounded very convincing, he demonstrated all 
the red flags of a scammer. He insisted that the transfer must 
be done immediately and coached Mr Smith on what to say 
when he attended the branch. 

If Mr Smith had his time again he would certainly talk to 
his son first before making the transfer or contact the bank 
directly to enquire on the situation.
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