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A Business Email Compromise or Invoice Hacking scam generally involves a scammer fraudulently accessing an 
email account of a genuine business. The scammers then change information on documents, particularly bank 
account details, so customers mistakenly pay money to the scammers and not the business they think they are 
dealing with.

How this scam works
Scammers gain access to the email account of a business and 
they change information on invoices, particularly the bank 
account details. The customer receives an invoice as expected, 
often from a business they know well, and pay the invoice. 
However, the payment goes into the scammer’s bank account, 
not that of the business. Usually, neither the business nor the 
customer know this has happened.

These situations are difficult to detect. They usually only come  
to light when someone realises that genuine invoices haven’t 
been paid, or that the goods or service paid for have not actually 
been received. By this time the money is long gone. 

Red flags
 ∙ Scammers will often pose as staff members of a genuine 

business and send emails that look very real, requesting 
urgent or confidential payment often in a way that differs 
from the normal process. 

 ∙ Scammers may also impersonate a legal representative of a 
business and request sensitive information about an urgent 
matter, such as a large business transaction or a settlement.

 ∙ Complaints come in about payments not being made, or 
goods not being received, when you are sure that a payment 
has been made.

Protect yourself
Double check bank account details, even if you are familiar with 
the business or have used them before. Either refer to older 
invoices or contact the business directly to confirm.

Be wary of requests for payment that ask you to step outside 
normal processes, even from familiar sources. 

Operate with caution when transferring large sums of money and 
always double check bank account details with a trusted source.

Visit the ScamWatch website for more information on scams.

What to do if you have been scammed
If you think you have been a victim of a scam it’s important  
to call the Heritage on 13 14 22 (available 24/7) immediately 
to see if the transactions can be reversed or disputed. If you 
are overseas please call +61 7 46949000. Do not make further 
payments to the scammer. 

Please ensure you change your passwords to secure your account 
and report the scam to ACCC via the report a scam page.

For more information on how to protect yourself from scam visit 
the ScamWatch website.

Case study
Mr West transferred money to Water Tanks Pty Ltd via his 
internet banking in payment for a shipment of tanks. He 
was careful to ensure that the account details matched 
those provided on the invoice from Water Tanks Pty Ltd.

When he had not received the tanks, he contacted Water 
Tanks Pty Ltd, who advised that the money had not been 
received. Mr West provided the payment notification as 
evidence he had made payment.

Water Tanks Pty Ltd immediately identified that the 
account details on the invoice were different to their 
actual account details. On investigation, it became clear 
that Water Tanks Pty Ltd emails had been hacked and  
an unknown individual had changed the account details.  
Mr West had sent money to this individual and not Water 
Tank Pty Ltd.

This is a very common scam impacting business 
customers and can be very difficult to pick up. Mr West’s 
bank attempted to recoup the funds, but sadly the money 
had been removed from the account.

In this case, the bank had not made an error, so was not 
at fault. Sadly, that meant Mr West was out of pocket by 
$3,000 - and still did not have his water tanks.

To recap what we have learned so far - it pays to know 
who you are doing business with and to double check 
bank account details.
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